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How to Help Children Build
Online Resilience

Encourage open communication without judgement.

Demonstrate practical solutions and ensure children
know what to do if they encounter a problem.

Help children tackle any mental health difficulties in a
non-judgemental way.

Promote internet use.
Encourage young children to support each other.

Allow children to experiment and take risks in a
managed way.
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Useful Websites

NSPCC- https://www.nspcc.org.uk/keeping-children-safe/online-
safety/. Range of guides and resources to offer advice for online
safety.

Think U Know- https://www.thinkuknow.co.uk/. Age appropriate (4-
7,8-11, 11-13, 14+) support for children and parents/ carers about
online safety. Also includes the CEOP button for reporting online
content.

Childline- https://www.childline.org.uk/info-advice/bullying-abuse-
safety/online-mobile-safety/. Online support for range of online
issues (includes a chatroom/ chance to communicate with others
online).

Stonewall-

https://www.stonewall.org.uk/sites/default/files/a4 toolkit stayin
g_safe online_2021-update.pdf. Practical strategies for supporting
children and young people online including those identifying as
LGBTQ+.

Anti-Bullying Alliance- https://anti-bullyingalliance.org.uk/ or
https://anti-bullyingalliance.org.uk/tools-information/all-about-
bullying/online-bullying/stop-speak-support-focus-online-bullying .
Resources to discuss with children about bullying and seeing bullying
taking place.

VSC Rating Board: https://videostandards.org.uk/RatingBoard/.
Allows you to find out the PEGI age rating of games for any
platform.

Internet Matters: https://www.internetmatters.org/parental-
controls/. Gives information on how o set up restrictions on any
device, game, app or website

PEGI ratings: https://pegi.info/what-do-the-labels-mean. List all
PEGI ratings and meanings for video games.
https://www.commonsensemedia.org/ allows you to find ratings of
games, films, books, apps, websites and some YouTube channels.
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Useful tools

PEGI rating system

Chat to their child about their online world, just as they'd
ask about their day at school, such as discussing the apps,
social networks and websites their child uses.

Explore and understand the apps, games and sites their
child uses and get to know their child's online world better,
such as making a list of their child's favourites.

Make sure they are a good role model and agree common
ground rules and boundaries with their family, such as
which websites and apps are okay and not okay to use and
why, times they are allowed online and what they are
allowed to do.

Make use of the technology. Adapt privacy settings and
use parental controls where necessary. Set rewards if their
child sticks to the agreements and allow them more
freedom as they mature and develop.
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PEGI (Pan European Game Information) is 8 system of age-rating and
labelling games, which inchudes descriptors to indicate the main
reasons why & game has received a particular sge rating:

BAD LANGLAGE

DISCRIMINATION

Game contains bad langusge

Discrimination

Garme contains deplictions of,
or material which may
encourape, discrimination

Drugs
Game refers to or depicts the
use of drugs

Fear

Game may be frightening or
scary for young chiddren

Violence

Game contains depictions of
viclence

Gambling
Games that encourage or

teach gambling

Online gameplay
Game can be played online

Sex

Game dapicts nudity and/ce
sexual behaviour or sexual
references




‘ ALWAYS SET
= A PASSWORD

If your chiks s rew device has a possword
protection fecture, use it! 1Tl help to keep their
private information safe and will deny others
occess to their devic ewithoutpermission. Your
children’s passwords should be something
memoralie to them - but something which other
pecple can't guess (it's olso a good ideafor
parents towrite it down incose it gets forgotten|)

KEEP NUMBERS™ =
= AND DEVICES PRIVATE

Make sure your child under stands that they
should never share their phone number with
someone they don't know or ocoept afriend
requestfrom them. They should diso appreciate
that it's o good idea to mainly keep their device
outof sght, never lend it to a stranger, and never
putit down somewherethot other people could
steol it or toke it to use without asking.

EXPLAIN SECURE =
« WIFI NETWORKS p

Your horme WiFi is protected byo password thot V
only your famiy knows, whareas public networks

(s those found Incoffes shops, for example ) can

be ac cessed by anyone, it's importart that your

child grasps this difference becouss, Ifthey're

using o portable device on an unsecured network,

then o hocker could accass their parsonal

Information without them even knowing.

TURN LOCATION
«SETTINGS OFF .’)gn

It's safest to disobie the device's locotion services
(if #'s o portable device) so your childdoesn't
Incdtvertently malke other pecple aware of where
they are. You con usually do this vio the device's
privacy control settings. Turning location settings
off not anly mwans y our child's whereabouts cor't
be trocked by others, it aleo significantly extends
bottery life
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SETUP
= 'PARENTAL CONTROLS'

Tria molly is on essential when your child getso
new devica, 8o they’re protectad fom the outset
Most phones, tablsts and consoles allow you o
customisetheir settings to determine which games
your child can ploy, how they cancommunicate
(and who with ), whet content they can access and
s00n.It will give you peace of mind that they cant
Inadvertently do something they shouldmt

HAVE 'THE MONEY
» CONVERSATION'

Bofore your children start using thelr new
device in eamest. tolk to them about in-opp
purchases ond other woys thot monsy
might be spent through their device, Once
they understand, you might wantto ogree
on asperding limit and reassure them thot
they cancometo you if they re uncertain or
if they have made o purchase by occident.

LIMm
= SCREEN TIME

Using o device for too long, especid ly just belore
bed, can interfere witha child's sleepquality and
reduce their concentration ond overall
enthusiasm. & mightbe helphu to ogre on
certain time s of day when they don't use thelr
device. Most de vices” settings let you specify o
screen -time Fmit heiping your ¢ hild to stay fresh
ond focused inorder to perform well ot school

1 STAY AWARE OF
* THE SURROUNDINGS

It's quite comman to see adults nat looking where
they're going whiis engr cssed inthelr phone
Children ore even mor e ecs lly distrocted in some
cases, children have teen hit by cars or cyclists
becouse they were storing ot their device andlost
trock of where they were. Remind y our child that
screens and walking don't mix. ifthey need to use
their device, they should stopin o sofe ploce first. i
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3 PAY ATTENTION
» TO AGE RATINGS

One ofthe first things childrenwonttodowithany
new device is ploy gomes and exploreapps. Bsfore
they download anything or instoll o new consale
game, check ks age roting Many papular games and
oppe have contentthat's not suitable for younger
ages. The safest long-term solution is 1o o ust the
device's settings so they can only downlood and use
gomes and opps oppropriate for thek age

DISCOURAGE
» DEVICE DEPENDENCY &

Of courna, children who 've just got o rew device will
notually wont to spend o8 much time onit os
possiie_But whether they're 2apping bod guys,
watching videos or connecting with friends, it's easy
for them to get ottoched very quickly. Gently remind
them that having family time, going outdoors and

ing sorme exercise are stil fun, too, And the
device will be there when they get bock.

ONLY PAIR WITH KNOWN
» BLUETOOTH DEVICES

Your ¢hild may want to connect to anather
device via Blustooth, 20 they can listen to
music wirslesaly or share pictures and videos
with necrby friends. But ¥ they use Bluetooth
1o link with o device that they don't know,
theyre ot risk of a stronger belng abie to see
their persanal information or hoving
someone transmit avirus onto thelr device,

BE THERE IF THEY
*NEED TO TALK

Even when you've made o device s secure as you
can, there’s still o possibility of your child seeing
something that bothers them, or sameane they
don't know cttempting to contoct them. ¥ this
happens listen to their concemns, empathise and
reansure them. Once they've e xplained what
happened, you con decide if you should take further
oction like blocking or reporting another user
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Conversation Starters

Safer Internet Day is a fantastic ity t0 have a conversation with children about using the
internet safely, responsibly and positively. her you are a parent, grandparent, foster carer, aunt,
uncle or older sibling — we can all play a role in empowering children to enpy their time onlinel

This year, the UK Safer Internet Centre is particularty focusing on how consent works in an onfine
context and exploring hmmpeoﬂeask, gve, and receve consent onling. This could be in
ther friendships or relationships, how they take and share images and videos or how they manage
pweirpriw\chnddata.mase conversation starters are a great way 10 help you tak about these
ssues idren.

Get the
conversation
started on a
LR S R 14, I+ What do you like most about the intemet and why? What$s
these conversation your favourite game/eppsite?
starters! + How does going oniine make you feel?
+ How does the internet/technology make your fife better?
+ What could you do if being online is makin feel worse
rather than gatta(? "o gyou
4+ What is different about taking onifine to someone compared
to taking face to face? Is there anything that is the same?
Gan people say'do whatever they went anfine? Why/why
no

* Do you know where to go for help, where to find safety advice s
and how to use safety tools on your favourite apps and C
games? ‘
* What is okay/not okay to share online? Why? '

* What could you do if you saw a friend oniine needed some
help or support?

* How do you stay safe online? What tips do you have and
where did you learn them?

* Help mel Can you show me how to do something
better/safer online?




v How do we say na/not give consent?

How many things can we share online? (pictures, comments,
personal information, opinions etc.)

What do we like to share oniine?

What should we not share oniine?

What should we do before sharing things oniine?

What do we do if someone shares something about us that we
don't ike?

Can y'?uparmts/ carers share things about you online and vice
versa

What is consent online and when do we need to ask for it? Talk about online

ect

How do we ask for consent online? How do we give consent consent and resp
onine? within yo %ﬂ

ople’s friendships
i . . and relationships
What happens if we share something about someone else
without their consent? What happens if somebody doesn't
want to give consent?

How do we explain to our friends and family about consent?
What would we like them to know/do?

How do my friends and family ask for my consent and
pamission’?

Do you have any tips for how to sh online and be
m&ﬂeoﬂmmmmmm

Talk about

privacy and What is copyright and how can | use and share work?

data online What does the internet know about us?
How do you sign up to things? What are terms and condiions?
Who owns your data?

How do connected devices, apps, games ask for my permission
to collect or share my information — can | ask for that back?

What happens if something is used without my consent?
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do so with your parents' or carers’

‘permission and even then only when they can be present.
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or if you or someone you know is being bullied online.

¢Mmmmmtnnmamumt

www, kidSMmart,.ore, vk




